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Abstract-- Applications for Android are written in Java which is then 
compiled into Dalvik byte code. Memory and processing power are 
limited, when the byte code is improve to run on devices. An 
Android application is wrapped into an Android set file which 
contains the Dalvik byte code, data (pictures, sounds. etc.,) and a 
metadata file called the ―manifest. If the user wants to install an 
application, they have to approve all the permissions the developer 
has acknowledged in the manifest. The application is installed and 
receives group memberships, if all permissions are approved. The 
group memberships provoked to check the permissions at runtime 

only. Missing a permission origins the application to crash. Adding 
too many permission can make your application insecure. Malware 
using this code injection to access the declared permissions and 
control the unused permission to attain their malicious goal. 
Permission gap means they allowed more permissions than they 
need. Any permission gap results in insecure, suspicious run reliable 
applications. 
 
Index Terms—Android, Dalvik byte code, Permission, Manifest, 
Permission gap. 

1. INTRODUCTION 

 
The security architecture of Google Chrome browser as well as 
other browsers uses a security model called Permission-based 
Security model [4].  
It is a model in which 1. Each application is binded with a set of 
permissions that allow accessing resources.  
2. Permissions are accepted by users during installation.  
3. Permissions are checked at run-time. Permission model is 
inserted into the―Android framework. In Android applications, 
the hardware controls to be used are declared in the manifest file 
to access the permissions. 
The Permission model, on the development process of 
applications has the following tasks. 
 
1 The app developer must identify for each API technique they 
use. 
2. The application should work correct, if they necessity to 
declare the permissions. These tasks need a mapping between 
API methods and requested Permissions. 
 
This mapping is provided by an official documentation. The 
documentation should be up-to-date or clear. Missing 
Permissions cause an application to malfunction.  The  Android  
security  model  has  been much described in gray literature [11] 
as in Official documentation[1].Either the Permissions declared 
and not used can be hacked to gather the user details. This model 
does not represent any new security model as done by   
[6],[8],[10]. Example, a messaging application requests for 
Camera Permission where they may be misused by the malware. 
We have studies different attacks and issues such as Social 
Engineering attacks, privilege escalation attacks [9] etc. On 
listing more hardware Permissions, they all happen to run at 
the same time when the application is used which cause the 
battery to drain. This may degrade the performance of mobile 
device. 
 

Permissions are checked by the 2 kinds of analysis. The first kind 
deals with class hierarchy (CHA) and the second kind deals 
Field sensitive [2] like module called Spark. 

 

2. RELATED WORKS 

 
Usage of permission based security model will affect the non-

negligible permissions and malware may attack those 
permissions example: using code injection. In prototype 
implementation a significant quantity of platform specific 
knowledge must consider in the context of android to illustrate 
the static analysis [5]. 

 
In this paper, we use several features of the platform such as 

low level permissions. Currently, modular approach is able to 
analyze native code and byte code in concert to combine the 
both of the permission information. To express permission 
execution as a cross cutting concerns, at the application level 
automatically add or remove the permission enforcement 
points, similar to security specification. 

 
The definition of the context is given by the status of 

variables such as time and location detected by the physical 
sensor, further data processing through software sensors, or 
particular interactions with the user or authorized third party.  
CRePE allows local setting of the context-related policies by 
both user and authorized third party, and remote setting 
through QR-Code, Bluetooth, SMS and MMS [8]. 

With the lack of possibility, users and authorized third parties 

to regulate the performance of smart phones, based on the 

context and they creates it difficult to accept this technology to 

its full latent. 

 

3. STATIC ANALYSIS WITH PERMISSION 

EVENT GRAPH 
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The different modules developed are Login and Registration, 
Permission check in source code and removing unused  
permissions. 
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Fig.1 System Architecture Diagram 

 

3.1 LOGIN AND REGISTRATION 
 

User enter the personal information to 
registration, input field must validate and records are 
stored, User personal information are keep privacy After 
registration the User can download any android application 
source code are apk file he/she must be login an account 
.Once user can login into account they upload source code 
(or) apk file for download any source. 
 

 
 

Fig 2: Level 1 Data Flow Diagram 

 

3.2 PERMISSION CHECKS IN SOURCE CODE 
 
Android application comprises several permission to use the 
services. To use the services, the developer needs to declare the 

permission in manifest. The developer can be used or unused that 
permission in application after the permission is declared. But 
the permission i s  not removed in manifest due to the 
permission gap. To install an application, the users have to 

approve all the permissions and application manifest is declared 
by the application developer. The application is installed and 
receives group memberships when all the permissions are 
approved. Checking the permissions on runtime is performed by 
using the group memberships. 

 
Level 2: 
 
 

 
     Upload source       Permission check Analyse permission 
            file 
 

  
Fig.3 Level 2 Data Flow Diagram 

 

3.3 REMOVE UNUSED PERMISSION 
 
Unnecessary service is running in the mobile occurs due 

to the unused permissions in the Android application installed in 
the mobile. The missing of permission causes the application to 
be crashed and permissions have to achieve malicious goals, until 
the declared permit the addition of too much permission are not 
secured. The unusssions are used by the Injected malware. A t 
the level of application, the unused permissions has to find and 
remove that manifest to add or remove the permission 
enforcement points automatically. 

 
Level 3  
 
 

 
Upload apk file        Permission check Remove permission 
 
 

Fig 4: Level 3 Data Flow Diagram 
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4. PERFORMANCE EVALUATION  

 
An android application is granted in the INTERNET 

permission. However it (say app wrong) is able to communicate 
with external servers. Then the app wrong is not using any related 

code of the camera but it has declared the CAMERA permission. 

Without any user intervention, the application is allowed to 
take pictures by the CAMERA permission. It has the 

permission gap which contains single permission. Particularly, for 
this example, the attacker is able to write the code to use the 

camera, take a picture and then send it to the remote host on the 

internet. 
  

 The list of permission has unused permissions which is extracted 
for the application. This application has inferred permission set 
and unused permissions. Then this requires a mapping among the 
required permission and API methods. Permission extraction 
process is performed by using the Permission Event Graph 

algorithm and it is implemented using the Static analysis 
technique. Constructing a call graph from the byte code, finding 
the permission check methods and extracting permission names 
are done by each analysis. 
 
Due to the lack of string analysis is to remove the permission 
names from the byte code, a call graph can only provide the 
number of permission checks but it cannot give the actual names 
of the checked permissions. Service identity inversion, Service 
redirection and entry point construction components are 
influenced by CHA Android. The specific issues for Spark may 
be entry point initialization and Android specific issues may be 
service initialization. For CHA Android, Spark need to run off 
the shelf to acquire the main problems that happen when 
evaluating the Android API. The problematic consequences of 
having more permissions than necessary and showed that the 
problem can be mitigated using static analysis. The generic 
approach has been implemented for Android. For mobile devices, 
it is a permission-based platform. Android application stores 
indeed suffer from permission gaps. In this paper, T o reduce   
the   attack   surface   of   permission-based software using a 
generic approach It is implemented using the following 
hardware and software tools, Windows XP/7.JDK 1.7, J2EE, 
Tomcat 1.7 and MySql 
 
5. CONCLUSION 

 


On the application of static analysis, permissions are 
extracted from the Manifest xml file provided by apk file of 
android. On uploading the file the jar file is created which on 
further execution jad file, followed by class file is generated.  
The requested permissions are compared with the controls used 
in the class methods. The unused permissions are listed out. 
These permissions are   removed and modified manifest xml file 
is placed. On comparison with studies carried out with PScout 
[3] and Role based access control (RBAC) mechanisms [7], 
we can prove that a result of static analysis is very efficient. 
Moreover, the presentation of generic approach in reduction of 

the attack surface of permission-based software deals with the 
problematic consequences of having more permissions than 
necessary and the problem can be mitigated using static 
analysis. The security architecture of permission based software 
is complex. Here we deal with high level   permissions   that   
are   checked in Android Java framework. 
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